Connexus IT Ventures Limited
T;) Coliemore House, Coliemore
= Road, Dalkey, Dublin, Ireland

Registered number: 767319 Ireland
Career opportunity for the position of Cybersecurity Specialist

Position Description

As a Cybersecurity Specialist, you will work closely with Cybersecurity Architects, other Cybersecurity personnel and
projects to ensure solutions are implemented as architected. This will include reviews of low-level designs from the project,
producing low level security designs and the collection of evidence to ensure solutions are secure as designed.

Key Responsibilities

Provide Cybersecurity Engineering and other relevant cybersecurity expertise as required.

Work with Cybersecurity Architects as well as other project and cybersecurity personnel to ensure the controls
called as called out in the Security Designs are properly implemented.

e Gather and document evidence that the controls are in place and are configured correctly.

e Formally document Cybersecurity Implementation Plan and Low-Level Security Architecture Diagrams for
solutions.

e  Ensure that all relevant Cybersecurity input and decisions for projects are formally documented and stored in the
relevant locations.

e  Ensure the successful handover of all relevant cybersecurity project documentation to the relevant stakeholders
including Cybersecurity Risk.

Experience & Qualification

Essential

Minimum of 7+ years' relevant experience, including 3+ years' in an IT or cybersecurity lead role
Relevant 3rd level degree or equivalent work experience

Excellent planning and organisational skills

Excellent interpersonal and communication skills

Ability to influence technical discussions and decisions

Familiarity with IT Service Management processes

Knowledge of security controls covering domains including Identity, Networks, Endpoints, Cloud, Applications,
Data and Security Monitoring

e A high level of attention to detail with an ability to identify solutions in complex and demanding situations

Desirable

e Akeen interestin cybersecurity, keeping up to date with the latest trends and knowledge of cybersecurity industry
standards and frameworks

e Understanding of frameworks such as ISO 27001/2, SOC, NIST, or COBIT
e Understanding of current regulatory and legal requirements — e.g. NIS Directive and GDPR
e  Experience with cloud services, particularly Azure and Microsoft365
e At least one cybersecurity-focused industry certification such as a CSA, CISSP, CISM, CISA, and GIAC
certifications (or to attain an agreed certification during role)
Salary

€35,000 - €40,000 depending on experience

Closing Date

25" October 2024

How to Apply
Please send cover letter and CV to the following email address: info@connexusit.ie
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